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Abstract—Signalling storms have occurred in several genera-
tions of mobile networks due to malevolent end users, as well as
a consequence of service disruptions and system failures. Due to
the massive increase in the volume of traffic and the diversity of
end users and applications in 6G, including the massive access of
the Internet of Things, signalling storms and other cyberattacks
will require attention with research on adequate detection and
mitigation schemes, as we move towards the next generation of
mobile networks. Thus, in the present paper, we conduct discrete
event simulations of a signalling storm, measure its effects in a
simulated environment, and observe that it results in deviations
from the well-known and naturally observed statistical property
known as “Taylor’s Law”’. We then discuss a mathematical model
of storms, linking the fraction of malevolent or malfunctioning
users to the rate of call establishment requests, and show that
the mathematical model also exhibits a violation of Taylor’s
Law. Since the detection of cyberattacks from network behaviour
parameters is a challenging problem, we suggest that the violation
of Taylor’s Law may be a useful tool for designing detectors for
signalling attacks, or other network attacks or malfunctions.

Index Terms—Attack Detection and Mitigation, 6G, Signalling
Attacks, Taylor’s Law

I. INTRODUCTION

While the number of Internet users worldwide reaches
approximately 6 billion, it is expected that in 2025 over 61.5%
of Internet traffic will originate with mobile devices, and each
smartphone will use some 24 GB of data per month [1]. As
shown in Figure|l} the amount of traffic per smartphone user is
expected to grow even further in the coming years, and over-
and-above this traffic that is driven by human users, Machine-
to-Machine and Internet of Things (IoT) traffic increasingly
shares the common backbone network [2] and uses the same
wireless networks. Furthermore, the number of IoT-connected
devices worldwide has doubled between 2019 and 2023 to
reach 15.70 billion, and then grown further to 17.70 billion in
2024, and is expected to reach 31 billion by 2030 [3].

However, this expansion is accompanied by huge cyberse-
curity risks, both for human end users and for the IoT, includ-
ing examples such as cyberattacks that purposely misdirect
incoming road traffic in smart cities [4]]. For instance, the 2024
statistics reveal an increase in IoT malware attacks by 37% in
the first half of the year, resulting in 77.9 million attacks in
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Fig. 1. The expected growth of data volumes per smartphone in the 2022 —
2028 period, from the GSMA Mobile Economy Report 2023.

that period, up from the 57 million in the corresponding period
of 2022 [3], [6].

A. Cyberattacks and Cybersecurity Risks

Data gathered by approximately 120 million IoT devices
across 2.6 million smart homes worldwide in a cybersecurity
report from 2023 [7], showed that U.S. households boasted
an average of 46 connected devices, while European homes
maintained an average of 25, and that in a 24-hour timeframe,
home networks witnessed an average of 8 attacks target-
ing connected devices, including port scanning, brute-force
attacks, and credential stuffing. Indeed, an industry survey
showed that 63% of respondents were concerned about the
lack of cybersecurity expertise [8], and threats to the IoT
included malware infiltration, data interception, and Denial of
Service (DoS) attacks [9]. For instance, at the device layer,
IoT endpoints can be compromised to become unwitting par-
ticipants in a DoS attack [[10]. To improve our understanding
of cyberattacks, early research was conducted to identify and
block attacks by tracing them back to their sources [11]], while
recent studies regarding Botnets have invented algorithms to
identify the actual “clique of Bots” which form during an
attack to spread and intensify the attack over time [12]. Attack-
ers can also exploit vulnerabilities in a sensor’s firmware to



flood the network with forged/attack requests, overwhelming
system resources and impeding the regular operation of critical
devices [13]. Thus, recent work has developed algorithms that
detect the vulnerability of software and firmware on network-
connected systems [14]-[16].

Network vulnerabilities facilitate malware infiltration, com-
promise the integrity of IoT networks [[17]], disrupt the normal
functioning of connected devices and facilitate unauthorized
access to user data [[18]. Such breaches can compromise the
confidentiality of data and allow malicious actors to exploit
the intercepted information [[19]]. Thus, fast attack detection is
an important element in overall system security [20]. Industry
has long been concerned with the potential effects of mobile
network attacks and malfunctions [21]], [22]], which result
in reputation damage, loss of market share and performance
crashes during peak usage hours, leading to loss of income,
increased energy consumption and increases in operating
expenditures for Mobile Network Operators (MNOs). Thus,
many authors have studied the sources of such attacks [23]],
[24] and the means to detect and mitigate them [25].

II. SIGNALLING STORMS

In particular, numerous attacks known as “Signalling
Storms” [26] exploit weaknesses in the Radio Access Network
(RAN) [27], and have impaired mobile networks ranging
from 3G to the current 5G [28]]. Many high-profile network
service outages worldwide in the last decade can be attributed
to signalling storms, resulting in substantial financial losses
and the overall wastage of millions of subscriber hours [29],
[30]. For IoT networks, where the number of devices that
need to communicate is in the tens of thousands or more,
signalling storms cause major disruptions, and can even be
life-threatening when dealing with remote patient monitoring
devices or fire detection and alarm systems in smart buildings.
Storms can also be caused by network malfunctions and
misconfiguration, such as an IoT-specific outage that occurred
in Japan in 2021, after a malfunction resulting from a MNO’s
upgrade which caused an automatic software rollback to
the previous server software, and then triggered a massive
number of registration requests from the IoT devices, causing
congestion in the location management server that spread to
the core network.

Next generation 6G communication networks will offer full
connectivity and coverage of User Equipment (UE), from tra-
ditional two-dimensional coverage to three-dimensional full-
service, including Base Stations (BSs) and aerial nodes such as
Unmanned Aerial Vehicles, High-Altitude Platforms, Strato-
spheric Platforms and Low Earth Orbit satellites. Thus, their
signalling traffic will rapidly build with network slices and
the 30 billion IoT devices that are predicted for 2030, causing
serious congestion whenever service disruptions require new
accesses to the control plane [31]. Service in such systems
can be disrupted by malware or other forms of attacks, high-
altitude electromagnetic effects (such as solar storms), low-
altitude interference such as sandstorms, particle pollution and

clutter, which can cause signalling storms when disrupted
connections attempt to re-establish connectivity [32].

It has also been suggested [33|] that the use of 6G for
immersive real-time interactions in large digital models such
as digital twins, with large data sets and connected devices, can
also result in signalling storms. Other recent work regarding
6G [34] has suggested that Open RAN’s inherent overheads
can also increase the effects of high data rate congestion and
signalling storms, and that mitigation could be sought using
adaptive controls. Thus, the purpose of the present paper is to:

o Simulate a signalling storm and measure its effects in
a simulated environment, including deviations from the
well-known “Taylor’s Law” [35] that we observe in
measurements from simulations.

o Discuss a mathematical model of storms, linking the
fraction o of malevolent or malfunctioning users to the
rate v of call establishment requests, and its effect on
Taylor’s Law.

This work also suggests that future research could use Taylor’s
Law to construct attack or anomaly detectors for signalling
storms, which can constitute a significant issue for 6G net-
works.

III. SIMULATING THE MOBILE NETWORK IN THE
PRESENCE OF SIGNALLING ATTACKS

To illustrate the effect of the attacks on a signalling server,
we have run several three-hour-long simulations which rep-
resent a part of a mobile network with 500 active users,
with the discrete event simulator described in [[36], where
“time” here refers to the “real-time” of the network. In these
simulations, the system operates normally for approximately
a real-time equivalent of 80 minutes, and then a signalling
attack is launched by some malicious app which is activated
on M of the mobile devices simultaneously.

The six distinct simulation outputs of Figure [2] show the
initial phase where there is no attack, and the subsequent
period when M mobile devices have been compromised
and are behaving as we described earlier, making bandwidth
requests, then not utilising the bandwidth and being stopped
via a time-out, followed by yet another bandwidth request and
SO on.

The request queue length at the signalling server is mea-
sured over subsequent real-time one-minute intervals and the
mean and variance of all measurements over the one-minute
“bin” are calculated and plotted, as shown on Figure 2] As
expected, each curve shows that before the attack begins, the
queue length is very small. After the attack starts, the queue
length increases substantially. Also, the queue length is larger
(as expected) when more devices are attacked. The curve on
the top left hand corner corresponds to the case where there is
no attack throughout the three hours of the simulation, while
the curve on the bottom right hand corner shows the case when
starting at around 80 minutes midway through the simulation,
an attack is activated on the same 250 mobile devices. From
top left to bottom right, the number of attacking mobile devices
is M = 0, 50, 100, 150, 200,250. The successive curves
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Fig. 2. In each diagram, the mean and variance of the signalling server’s
request queue length (y-axis) is plotted against time (z-axis) for different
numbers of comprised mobile devices, in six distinct simulations with a
total of 500 mobile devices. In the six successive simulations the number
of compromised mobiles are set to 0, 50, 100, 150, 200, 250, as shown in
the successive figures from left to right, and top to bottom.

of Figure [2] clearly show the increasing queue length as the
number M of attackers increases.

A. Detection of Signalling Storms and Taylor’s Law

The rapid real-time detection of any type of cyberattack
requires the use of robust statistical detectors, and in many
cases the lack of adequate statistical tools has resulted in the
use of alternatives based on machine learning (ML) [37], [38].
However, in the case of signalling storms, we have observed
from these simulation results that Taylor’s Law [35] could be
a useful detection tool.

Taylor’s Law is an empirical relationship observed in natural
environments, such as the number of birds of some species
that are counted in a field at some given time [39]]. Successive
samples of this number n counted at different times will have
an average value £ = E[n] and a variance V = E[n?] — E2.
If the measurement is repeated in different fields where birds
rest between flights and feed on seeds or insects, and F' is the
set of fields where the observations are made, we will have a
set of sample averages and variances E;, V; where 7 € F'.

Taylor’s Law, that was initially noticed in observations from
biological settings, indicates that we may observe an empirical
linear relationship of the form:

E;, = aVib7 or log E; =loga + blog V;, (1)

where is obviously linear on a log — log scale.

Simulation experiments were conducted to examine the
relation of the mean to the variance of the queue length in
signalling server in a mobile network under signalling attacks.
The basic parameters of the simulations include the following.
The number of UEs was 500, and the duration of each network
simulation covered three hours of network operation. During
this time, we simulated a mix of traffic types, including web
browsing, SMS and voice chat traffic. The number of attacked
UEs was varied with six distinct values as before, and the
attacks started during the first 10 minutes of the simulation.

Assuming that the attacker is very “smart”, so that she
knows the value of the inactivity timer of the network, the
attacker establishes a call, then immediately becomes inactive
and waits for the inactivity timer to activate. As soon as the
inactivity timer cancels the call, the attacker relaunches the
call request after a time 7 of average value 7.
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Fig. 3.  Number of attackers: 0, Period considered [0,3h]

During each simulation, we measure the length of the job
queue at the signalling server over the two hours of simulation
time. We calculate the overall mean and variance of the queue
length from the set of samples taken over successive one-
minute intervals. The following figures show the logarithm
of the variance against the logarithm of the mean queue
length, where the standard least squares linear regression is
used to estimate the linear approximation of the logarithm of
variance against the logarithm of mean of queue length from
the data. The results of Figures [3] through [§] clearly illustrate
the increasing deviation from Taylor’s Law as the number of
attacking mobiles M increases.

IV. A MATHEMATICAL MODEL OF TRAFFIC AND
CONGESTION DURING A SIGNALLING STORM

Signalling attacks substantially increase the workload of
the signalling servers, creating congestion [24]], [37]] that may
be so severe as to stop normal properly functioning mobile
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Fig. 4. Number of attackers: 50, a) Above, Period Considered: [0,80min],
b) Below, Period Considered: [80min,3h]

users from obtaining the service that they request, including
the establishment of ordinary phone calls and web accesses,
which require a server’s authorization to allocate wireless
bandwidth to the end user. Such signalling attacks can be
implemented through apps that are installed within the mobile
device, or that act through a website that a mobile device may
be connected to. Similar attacks can also be simply the result
of malfunctioning apps, without any malicious intent.

A signalling attack mimics a user that requests a connection,
and hence requests bandwidth from the base station, which
assigns it for the user. Then, once the bandwidth is obtained,
the “malignant user or app” holds on to the bandwidth, but
does not make use of it. As a result, a “time-out” at the base
station eventually disconnects the malignant user and informs
the signalling server, but the malicious or malfunctioning app
will then immediately make a further request, and so on.
The effect will be to overload the base station, the signalling
server and the backbone network. It will also result in the
useless bandwidth occupancy. In addition, such attacks can
also deplete the energy that is stored in the batteries of mobile
devices [40].

Thus, in this section, we first review the mathematical
model developed in [41], [42]], and extend it to evaluate
the congestion at the mobile network signalling server. The
model considers a simplified radio resource control (RRC)
state machine in which a user equipment (UE) can be either
detached from or attached to the network. While a UE is
attached to the network, it moves between low and high
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Fig. 5. Number of attackers: 100, a) Above, Period Considered: [0,80min],
b) Below, Period Considered: [80min,3h]

bandwidth modes, where state promotions (i.e., transitions
from low to high states) occur when the mobile sends or
receives traffic, while state demotions are triggered by an
inactivity timer. This timer is set by the operator for all the
mobile devices so that they will not remain in high power and
bandwidth states if they are not actually making use of it, and
in practice, it is of the order of a few seconds. There are two
types of calls in the system: calls which generate “normal” user
traffic, and calls which misbehave by repeatedly establishing
and tearing down data connections without making use of the
requested bandwidth. With these assumptions, the state of the
mobile network at time ¢ is represented by a random variable
s(t) = (b,B,C, Ay, a1, ... ,A; a ..;t) where:

o b is the number of mobiles which are in low bandwidth
mode.

e B is the number of normal mobiles which are in high
bandwidth mode.

e (' is the number of normal mobiles that have started to
communicate in high bandwidth mode.

 a; is the number of attacking mobiles which have entered
low bandwidth mode from high bandwidth mode after ¢
time-outs.

o A; is the number of attacking mobiles which are in high
bandwidth mode and have undergone a time-out for ¢ — 1
times.

All times in the model are independent and exponentially

distributed random variables, and the rate parameters that
we introduce during the discussion are the inverses of the
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Fig. 6. Number of attackers: 150, a) Above, Period Considered: [0,80min],
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corresponding average times.

We assume a Poisson arrival process of rate A of new mobile
activations or calls. A call that is first admitted in state b then
requests high bandwidth at rate r. With probability 1 — « such
a call will be of normal type and will enter state B, from
which it may transition to the communicating mode C' at rate
K, signifying that transmission or reception has started, or it
will transition back to the low bandwidth mode at a rate 7 that
signifies a time-out. From state C' the call’s activity may be
interrupted and will return to state B at rate u, or it may end
at rate 0 leaving the system. The parameters x, p and § allow
us to represent a wide range of normal mobile usage patterns.
For instance, a web browsing session normally lasts for several
minutes or even hours (i.e. § is small), but may include several
downloading and reading times of average durations ! and
&1, respectively, where the timer operates only while the user
is reading, taking the state from B to b.

Let A; denote the arrival rate of calls into state j €
{b, B, C'}. Tt satisfies the system of linear equations:

TAB /LAC IiAB
Ap= A Ap=(1—-a)Ap+——=, Ac = 2
b +T+n’ 5= (1=a) b+u+5’ © T—I—FL()
T+ -ES
If we write ¢ = %, then the above equations yield:
Tt
A AMr+ k) 1 Ak 1
Av=2, Ap="""0 1) Ae="2[5 —1] (3)
; R )

On the other hand, a call in state b can be an attack with
probability «, in which case it will request high bandwidth
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Fig. 7. Number of attackers: 200, a) Above, Period Considered: [0,80min],
b) Below, Period Considered: [80min,3h]

and hence enter state A;, indicating the first request for
bandwidth that is made by a malfunctioning app or malware
that can contribute to a storm. Once a call enters state A,
it will not start a communication and will time out after
some time of average value 7! and enter state a;. It will
again request high bandwidth and enter state A, at rate r,
and will time out after an average time 7! and enter state
ao. This behavior will continue until the call reaches states
a;, 1 > n (i.e., triggers at least n superfluous transitions),
where it will terminate with rate (3, due to either the nature
of the misbehavior itself or the presence of a counter-based
mitigation mechanism [41]], [42] at the mobile network or the
device. The equations governing the arrival rates of attack calls
Aj, jefar, A a2, As, ... a5, A, ...} in the system can be
expressed as:

aAb,
A

A = A. — ‘ 1< n,
a; — YA, = :O[Ab(#)l_n,

>n.

“4)
We model the signalling server as a processor sharing (PS)
queue with a total service capacity of v connection setup
requests per second, and only consider the connection requests
when computing the signalling load on the server because they
trigger significantly more control plane messages [36] than
other procedures, such as state demotions. The load on the
signalling server y (in requests per unit time) is then given by

the total transition rate from low to high bandwidth modes,

_r_
@i-17 4B
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which is induced by both normal and malicious calls:

v = (l—oz)Ab—l—ozAb[n—l—FZ(T_: )iin],

= l-—a+an+ %})Ab = Ap[1 +a(% +n—-1)]. (5)

Using standard results for an M/M/1-PS system with an
equivalent average service time per connection request given
by %, the average value of the setup time R, and its variance,
denoted respectively by E(R), Var(R), are given by the
expressions:

1
E(R)=——, Var(R) = —— . 6
( ) v — 7’ a’r( ) % ( )
Remark: Figure[9] obtained from (6), shows that as the attack
probability « increases, the relationship between Var(R) and
E(R) deviates from Taylor’s Law. Similarly, we can study
directly the expressions in (6) and notice that:

1
v 1 23_VE(R)

—=1———, Var(R) = |[E(R)]" ——, 7
” E(R) (R) [()]Hﬁ(m Q)

so that:

1— L
Var(R) = [E(R)[1+2—20
(R) [E(R)]"[1 + 1+ﬁ(3)]
— E@PLAE )l ®
which yields:
log Var(R) = 2log E(R) + log[1 + 2(%)], 9

where 1 < vE(R) < +oo. Notice that when vE(R) = 1,
which from (6) corresponds to the case where the system has
no workload, i.e. v = 0, implies that the second term on the
right-hand-side of @I) is zero. However, we know from the
expression for Var(R) in (6), that Var(R) depends on ~ and
hence on « which is the probability that an attack occurs.

Now, taking the derivative of the second term on the right-
hand-side of (9) with respect to E(R), we have:

dlog[1 + 2(%)] B o VE(R)+1) —v(vE(R)~1)

(vE(R)+1)2
dE(R) 1+ 2(45951)
_ wEmEr
1+ 2(%)’
vy

- 32E(R)2+2vE(R) -1’ (19
which shows that the response time variable R does not satisty
Taylor’s Law when v > 0 which implies that vE(R) > 1.
This confirms the observations that we report in Section
from the data collected from simulations, and in the numerical
results presented Figure [9]

Thus, this analysis suggests that the violation of Taylor’s
Law by the response time random variable 7, may be used as a
tool to detect possible signalling storms which will necessarily
increase v, and hence F/(R) as well, leading to a possible novel
attack detection for storms in 6G networks.

V. CONCLUSIONS

This paper briefly reviews the growth of mobile and IoT
traffic over the last few years and its growth projections in
the coming years. The variety and growth of cyberattacks and
similar network malfunctions is also briefly reviewed. Then,
we focus on signalling storm attacks, which have been very
common in successive generations of mobile networks from
3G to 5G, and which are predicted to be likely to occur in
6G networks. Signalling storms may also be caused when a
network with a large number of connected entities is restarted
after a malfunction, failure or attack, and can even be caused
by natural transient phenomena in the propagation medium.

We therefore examine data from a discrete event simula-
tion of signalling storms, and also analyze a mathematical
model of signalling storms, to observe that when congestion
occurs at the signalling system of the mobile network, both
the simulation results and the mathematical model, show a
significant deviation from a well-known naturally observed
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statistical relation known as Taylor’s Law. Since it is very
challenging to find statistical relations that can help us detect
cyberattacks or network malfunctions, we thus suggest that the
violation of Taylor’s Law may be used to design detectors for
signalling storms and signalling attacks.

In future work we plan to design and test a purely statistical
detector of signalling storms based on Taylor’s Law, and also
to incorporate Taylor’s Law in a Machine Learning based [43]]
Attack Detector of signalling storms for future 6G networks.
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